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Decision/action requested

This pCR Proposes a lightweight secure way to protect anchor key during EAP-AKA’ procedure.
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Rationale

The document [3] provides interim agreement for protecting the anchor key sent from home network to the visited network, where the transferring link may not be secured, which addresses to the key issue #3.1 “Interception of radio interface keys sent between operator entities” and key issue #10.2 “Interconnection Security” in [2]. This pCR present a way for provisioning shared keys between SEAF and AUSF.
The transit network between SEAF and AUSF uses SS7 protocol or Diameter protocol. If SS7 protocol is used, there’s no way to create a secure tunnel for signaling exchange.
Observation 1: If transit network uses SS7, at least anchor key shall be protected.

If Diameter protocol is used, it still is difficult to active the IPSec layer between operators. Intercepting and tampering in SS7/Diameter network has been reported, the links between operators are no longer safe anymore.
Besides the anchor key leakage, EPS AKA* in [1] has following security threats if anchor key is not protected:

A. If authentication confirmation is not needed by the HPLMN, a MitM can preset RES* and KASME* into a illegal UE who attaches to the network with claiming of an genuine user, and change the KASME* and HXRES* in the AV* sent from AUSF to SEAF accordingly, then the MitM can grant any illegal UE to use the services of the VPLMN in the name of some genuine user. HPLMN cannot know whether there’s MitM attack on the SEAF-AUSF link, except that authentication confirmation always is required.
B. If authentication confirmation is needed by the HPLMN, the MitM can tamper the 5G-AC to redirect it to anywhere except the AUSF, store the <RAND, HXRES*, KAMSE*, RES*> tuple, and inform the SEAF that authentication is fail, then use the illegal UE to attach in the name of the genuine UE. The MitM can use the stored <RAND, HXRES*, KASME*, RES*> to cheat the SEAF and the AUSF.
If anchor key is protected, the MitM can only cheat SEAF that authentication is success, but NAS SMC will fail, and SEAF will kick off the illegal UE then.
Observation 2: For EPS AKA*, besides key leakage, illegal UE can access network if anchor key is not protected.

Proposal 1: Do not use EPS AKA* if the signaling between the SEAF and AUSF is not protected.
Following procedure shows the way for protecting anchor key for EAP-AKA’:
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There are some minor impacts on the current EAP-AKA’ in [1]:

1. The 5G-AIA includes RAND and HXRES’ for verifying anchor key
2. The N1 Auth-Resp message includes RES’ that computed in the same way as UE computed AT-MAC with only RAND as input.

3. The N12 message carrying EAP Success includes encoded anchor key, the keystream for encoding is per UE per anchor key.

There’re lots of functions can be used to generate keystream, e.g. EEA1~3, HMAC-SHA-256, etc. Using SHA-256 is more efficient, less resource consumption, and less complexity, and will not introduce significant delay for the authentication. This proposal does not impact the transit network, i.e. can still use SS7 protocol.
Proposal 2: Accept the above enhancement to EAP-AKA’.
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pCR

*******************START OF PCR*******************************************

6.1.2
Initiation of authentication

The SEAF may initiate an authentication with the UE at any time, according to the SEAF's policy. 

The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR if it has an authentication vector for EPS AKA* available and wishes to initiate an authentication with the UE over 3GPP access. 

Editor's Note: It is ffs whether more than one authentication vector is allowed to be sent to the SEAF at a time. 

NOTE: In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR shall contain a subscriber identifier, from which the AUSF can derive the UE's subscriber permanent identifier (SUPI), as defined in TS 23.501 [2].
Editor's Note: Depending on the decisions on security area #7 in TR 33.899, the subscriber identifier contained in the 5G-AIR may be a concealed SUPI, e.g. in the form of a pseudonym or a public-key encrypted SUPI. Furthermore, the subscriber identifier may be in the form of a NAI, depending on the decisions in SA2, CT1, and CT4. It is also ffs how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.

Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber identifier in the 5G-AIR. If the signalling between the AUSF and the SEAF is not protected, the AUSF shall not select EPS AKA*, otherwise, the AUSF shall select the authentication method based on local policy.

NOTE: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs. The AUSF is limited in selecting the authentication methods in as far as EPS AKA* can only be selected for 3GPP access.

After selecting the authentication method, the AUSF starts the authentication procedure for the selected method, according to clause 6.1.3.
*******************SECOND OF PCR*******************************************
6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.1-1:

A pre-condition is that the AUSF has received a 5G-AIR from the SEAF, cf. clause 6.1.2, and has selected EAP-AKA' as the authentication method. 

Then the AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name received in the 5G-AIR. 

The AUSF requests one or more authentication vectors (AVs) from the ARPF in an AV-Req including the serving network name and an indication that the authentication vector is for EAP-AKA'. The ARPF generates an authentication vector with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The ARPF then transforms this authentication vector into a new authentication vector by computing CK' and IK' as per the Normative Annex x with the value of < serving network name> being one of the input parameters, and replacing CK and IK by CK' and IK'. The ARPF then sends this transformed authentication vector to the AUSF in an AV-Resp. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

The AUSF computes anchor key as specified in RFC 5448 [12], computes XRES’ in the same way as it computed AT-MAC of the EAP-AKA’ with RAND as input, and generates HXRES’ from XRES’, RAND, and the anchor key by computing

HXRES’ = SHA-256 (XRES’ || RAND || anchor key).
NOTE:
The exchange of an AV-Req and an AV-Resp between AUSF and ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> is defined not in RFC 5448 [12], but in 3GPP specifications. For EPS, it is defined in TS 24.302 [13] and is called "access network identity", while, for 5G, it is defined in clause 6.1.1.3 of the present specification and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy, and is called "serving network name".

Editor's Note: The content of clause 6.1.1.3 is ffs. The number of the stage 3 specification TS 24.yyy [xx] is ffs. 
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Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’
The AUSF and the UE then proceed as described in RFC 5448 [12].
The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12 that also contains the HXRES’ and RAND. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method. The SEAF stores the HXRES’.
The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 
The UE computes RES’ in the same way as the AUSF computed XRES’ and sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp that also contains the RES’.

The SEAF transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12, and stores the RES’. If the AUSF has successfully verified this message it continues as follows: 

The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.

The AUSF generates encoded anchor key by computing
encoded anchor key = SHA-256 (XRES’ || RAND) ( anchor key.
The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains the encoded anchor key.  

The key encoded in the N12 message shall become the anchor key in the sense of the key hierarchy in clause 6.6. 

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in clause 6.1.4. 

If the EAP-Response/AKA'-Challenge message is not successfully verified the AUSF acts according to the home network's policy. 

The SEAF gets anchor key by computing
anchor key = SHA-256 (RES’ || RAND) ( encoded anchor key.
The SEAF then computes HRES’ from RES’ in the same way as AUSF computed HXRES’ from XRES’, and compares HRES’ and HXRES’. If they are not equal, the SEAF rejects the authentication.

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure and text should be numbered.

Editor's Note: It is ffs whether the anchor key is the MSK or a key derived from the EMSK.
*******************END OF PCR*******************************************
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